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1.2 Our Design History

23|0| CiAQ 2 ALet & 223 UE

o

- Container Oriented : #g0o|2o| ML &lix| 2| L2},
> H|O{H|E + HE|O|H QAAER|0|MHMO 2 SHAEE L2310 A Z5HAL

- Cost Efficiency : 712 H|2 28202 23|E 5| ZA5}A}.

> HE MHE AFEstal 22t A2 A E #5014 (SWLB, Ceph, Admission, )

- Help Containerize : yo|t2| ZEo| 3jof L2dt HES 2H0tA M 351,

> ZE{0|4 S2{AE| + Y|R|AE2|, BUE{RI/22, E7{/Kubernetes T, ZIE|0|43} 7}0|S, -



1.3 NAVER Container Cluster
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1.4 Multi-Tenancy Kubernetes ?

22|= Multi-Tenancy 2t 0|22 ZatC}.
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1.5 Multi-Tenancy Kubernetes 2| 52 ==

olLI2] Kubernetes € Namespace & L} A AF2ZHO|A| Al &5H= A

“Multi-Tenancy” “Multi-Tenancy Kubernetes”
“Providing isolation and “Providing isolation and
fair resource sharing between fair resource sharing between
multiple users and their workloads multiple “hnamespaces” and their workloads

within a cluster. within a “kubernetes”.

“Multi-Tenancy in Kubernetes: Best Practices Today, and Future Directions - David Oppenheimer”



https://www.youtube.com/watch?v=xygE8DbwJ7c
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1.6 Multi-Tenancy Trade-Off

Multi-Tenancy = 2=2{0|A| 2t ALE0]| A|2t0] ~H7ICt,
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1.7 Multi-Tenancy Kubernetes Links

2} Z1M[et LE2 Of2ll ZAILE ST &= &dotM|2~

244 U= HUYE"

- Google Kubernetes Engine 2| 24 A H L= HIY E0 st 2~

“Multi-Tenancy in Kubernetes: Best Practices Today, and Future Directions — David Oppenheimer”

- Multi-Tenancy Kubernetes 2| &2 282 A s0| Ot 20 =g 4

“Multi-Tenancy Best Practices for Google Kubernetes Engine (Cloud Next '18)?”

- Multi—-Tenancy Kubernetes 2| Use Case 2 &8 A0l st =KF 4t



https://cloud.google.com/kubernetes-engine/docs/concepts/multitenancy-overview?hl=ko
https://www.youtube.com/watch?v=xygE8DbwJ7c
https://www.youtube.com/watch?v=RkY8u1_f5yY
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2.1 NAVER Container Cluster (NCC)

|O|HE 2|5t Multi-Tenancy Kubernetes Z2AE

- 12+ Clusters

- 300+ Namespaces, 1000+ Users

DO <BE % 5 W [E - - beviewson

- 5000+ Pods, 10000+ Containers (in single cluster)

A @ xusQrovter &
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docker kubernetes et d KEYSTONE ceph
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2.2 NCC Objectives (2019

“Elastic” 2} “Efficiency” 2| 27}4]
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2.3 "Elastic” 2F M3 <
Cht, AA[ZH A2|de AS

- L : api-gateway
2Hl MH|AC| 2F 25+H| (100k TPS, 4M AC, 25k CPS)

- AIZE doje
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O ArZd/ALLL Elf|E CfS2] of

BA E|52| 3~4H|{7} 204l HE K= St
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0

16300 16230

0
16200 16:30 18:00

== apigw-real-pub | 210.89.167.4 | 443/tcp

== apigw-real-pub | 210.89.167.4 | B0/tcp

== apigw-real-pub | 210.89.167.4 | 443/tcp 1042K  12.25K

= Bpigw-stage-pub | 210.89.167.1 | 80/tcp == apigw-real-pub | 210.89.167.4 | B0/tcp 494K 6.00 K

O|HIE Al CPS 2=
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Horizontal Pod Auto Scaler 2} £&=2t10]| 2|5t 2 C{<

Pod Autoscaler Replicas (Current, Desired)

17:30 17:35 17:40

By Hand ©
== Current : one-fetcher+-20190919-190926-175553-hpa Pod Auto Scaler

== Current : one-fetcher-stage-default-hpa

17105

== Current : one-service-20191010-191010-163028-hpa

== Cument : one-service-stage-default-hpa
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2.4.1 "Efficiency” 2 &1}
oItk o]t A{H{ Ci{H| 2~4b}Q] 2|AA AR E
“WA| Single Cluster Wz Al E 7|&”

Busy Node

Load Balancer Usage

® e e 300+ Node(s)

== apigw-real-pub:
gateway-nx
== blackpeari-real:
salt-gateway-nfront:
traefik-service-real:
- cerberus-gateway:

timeshield-naver2:

128
10/26 12:00 10/26 16:00 10/26 20:00 10/27 00:00 ‘00 10/27 08:00 10/27 12:00 10/2
N B N == Total - One-service:
O u Sy o e == apigw-real-pub one-fetcher:

discount-optimizer:
- alpha-cok

aaaaaaaaaaaaaaaa

800+ VIP, 2m AC, 31k CPS, 3Gbps Throughput
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3.1 "Push the Limits”

“Push the Limits” > “StA|& FIO{EL}. "
> Multi-Tenancy Kubernetes 7} 7X| &

Jie

“Balance the Resources” > "AII9°| #+&

b

"Provide the Convenience” > "EHO|MHZ K| &S|C}, "
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3.1.1 2 S AH

%E‘IﬁE‘l7|‘ ;111EI¢E El-%kﬁl-_?_ %éll-u_a_l- OI'IJ'I\'%OI |1=!-ACII>I 20+ Nodes Cluster (s)

- Cho| E{AF E 2|

20 Node(s) Kubernetes 2} 500 Node(s) Kubernetes = C}2C}, * -@

- 22| M| 2o} VS
| B2 Node(s) 2t Pod(s) & ETCD, api-server S0 § &2 235t 4| =}

500+ Nodes Cluster(S)



AMLEHOILL CHE AFBAI Sed= = EF API= 5

- ZAEO| FEHS T APIA

Node, Quota, System Configuration, -

- SC|AE AA|0f A& = Aot Aot
Role vs ClusterRole : & AA=0| ClusterRole & AtEst= 8971 &

n —
- 9 AA 80| ZUS

“Permit” or “Private Node” or “Private Cluster’ or “WAITING”
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3.1.3 QAlSH0|| [}E AF|=E

Ct¥Fol 24tAlek= Affinity/Anti-Affinity = ol 2
- L Co| Ha

“Private Node” 2 29| 2|AA B2 |P Lt Local Storage AR, T2 EIQQl L& (GPU) S0 T2

_ El_}.\_)\ 7~|-0H 0:"I:l|-

CPU, Memory, IP 59| EZ 2|AAT EZ6l2 20| Ciot AA|ZF Anti-Affinity

d O] 42 Node L} Rack O] &4Atst=4| &2 (Preferred)
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3.2 Balance the Resources

"Push the Limits” > "StA S F O L}, "

—

"Provide the Convenience” > "H2|-d= M| &OlL}. "
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3.2.17 Runtime Ol El A X'"'C'ﬂ' 2019

LimitRange 422 2 Container/Pod 2| 2| AAE |5t

2|22 Request/Limit
AL 2 S sttt 3HR| 8-

> LS 3 gte 2AEQ 284S 51| TR0 58 4 Qict
> DFCHD LT 2H2 2 MB|AQ| HAFHOI 23S W 4 QICt,

- g|AA 8 MIN/MAX 2} Ratio o] 2|5t 4 A
2| A He HEZ5 = min/max O|A AR A7t Limit A EH - ex. CPU : 0.1 (min) ~ 4 (default) ~ 8 (max)
AEX}7F MERSE [imit | €4 H|Z= Request &4 - ex. CPU : Limit 4 =2 Request 0.4
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Namespace Quota 2 A2} & 5|2 2|AA A|o]

- 7|& 3 ~ 4 Physical Machine 1*52| 2|AaA H

> 27| Y= 23 90| ZH|0|LBHE ALEP| ARHE 4 YUEE

=48]
> AMEAV S22 RSIH sHF= YA
_ Quota 7|.0|E/OI-EI
- Quota &2| Z2M|A, Quota EF, -
-> S 2{AHE Capacity Planning ¢ &
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0j2] 2010 ofsl| F2{LE L= 7H2|a2 Fdd B/
- Long Running Pod O] 22 L E9O] 2|AA B= (long running 8121 ¢2izz| gtooz ..
- A2 A7 Request/Limit & & AA6FA| AUAS 25 7122 2012 A1)

- 0] =2 0%l AH =27 OfF S50l A | = =+ (Tas| Yol Bizf2|E wa| Zotze )

Avg absolute deviation of CPU usage

2|AA 878 Lo Cfst Background Evict
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3.3 Provide the Convenience

"Push the Limits" > "tA|S F O HLC}

—

“Balance the Resources” > "Ato| 7+ & &L}

ljo
=

“Provide the Convenience” > " 9|/d
> A2 X7} Multi-Tenancy 0f CH$H 2 St
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3.3.1 XAHE M| 2E|l= BL|E2

OfO}=--- Prometheus/Grafana & 5+1tLt 228 {0}

- Prometheus/Grafana Provisioning

with 2 Z2|El CHA|EE el Zalnt 57~

ELEELEE
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ZH[O|L 280 Hghet Availability, AFEAHE FZ0] /tseh Custom Metric

- Of7
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Kubernetes 2| Event & A

(o) k8s events -

Kind All~- MName

2019-10-1515:27:27

20191015 19:27:27

20719-10-15 15:20:24

20719-10-15 15:20:24

20719-10-1515:19:38

20719-10-1515:19:38

20719-10-1515:18:317

20719-10-15 15:18:317

201910-1515:17:09

2019-10-1515:17:09

- AEA7L O] R 0] Apile] =91

All ~

Reason

All ~

Message

A
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub
apigw-real-pub

apigw-real-pub

Kind

Service

Senvice

Service

Senvice

Service

Senvice

Service

Senvice

Service

Senvice

k8s events

Message

Ensured load balancer
Ensuring load balancer
Ensured load balancer
Ensuring load balancer
Ensured load balancer
Ensuring load balancer
Ensured load balancer
Ensuring load balancer
Ensured load balancer

Ensuring load balancer

6 7 8 9

EnsuredLoadBalancer
EnsuringLoadBalancer
EnsuredLoadBalancer
EnsuringLoadBalancer
EnsuredLoadBalancer
EnsuringLoadBalancer
EnsuredLoadBalancer
EnsuringLoadBalancer
EnsuredLoadBalancer

EnsuringLoadBalancer

Type

Normal
Mormal
Normal
Mormal
Normal
Mormal
Normal
Mormal
Normal

MNormal
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4.1 Isolation

Network Resource, Runtime 0] CHSt Isolation Zs}

- Virtual Private Cluster : Container Network

Isolated Overlay Network + High Performance NA

- Resource Rate Limiting : Network, Storage
Network 2} Storage O| Cist “Adaptive Quality of Service”

- More Isolated Runtime : kata, gVisor

O&l2 14 Aot BA-- (45, 38y, )
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4.2 Site Reliable Engineering

- Kubernetes Reliable Engineering + SRE
22 Kubernetes 14| & & 22|t A= 012 2= ‘:'Zﬂ TT

ofA| 2t AHMVt= Multi-Tenancy 2 ¥8= & &M I8¢t DevOps SRE = sfi£e|et.
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4.3 Cloud Native

HC} %2 Cloud Native AMH|AZ U|0|HHe| AWM S SHASIEE--

- HC} 92 StatefulSets
Vi

Vitess, Redis, Mongo, -

- GPU O] cligh A| A
GPU £ 29517 23l 2= 3

Kubeflow
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Q&A

We're Hiring! : dl_join_ncc@navercorp.com
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